


1.0 Introduction 
Software products are initially considered for purchase based on their expected 
usefulness: their user-visible functions and features. Inevitably they will have 
practical limitations, in reliability, capacity, performance, maintainability, etc, 
informally summarised as their Non-functional attributes or ‘quality’ . 
 
The idea of independent assessment and certification to assist acquirers is 
attractive. The European Union’s ESPRIT II program considered it sufficiently 
important to fund as a research initiative [1] and it has been successfully applied to 
IT technology, eg computer language compilers/interpreters, Posix and OSI.  
 
There has been less achieved with business and general-purpose applications. The 
two key problems have been the 



2.2 Microsoft Windows Store 
It is hard to know how many of the 2 billion PCs shipped to date are still in use, but 
300 million are sold every year, and Windows still runs on over 90% of the world’s 
desktops [14]. Microsoft’s various certification schemes [15, 16, 17] go back at 
least to 1995. Windows Marketplace was launched in 2004, providing a platform 
for on-line, unmediated sales: an early App Store, since replaced by the Microsoft 
Store and then the Windows Store. 
 
On the phone side, Nokia’s original Ovi Store from 2009 [18] became the Nokia 
Store, and was then taken over by Microsoft to become the Windows Phone Store, 
which is now being merged with the Windows Store [19] and the Universal 
Windows Platform.  

2.3 ISO/IEC 25000 (SQuaRE)  
The ISO/IEC 25000 to ISO/IEC 25099 series of International Standards is entitled 
Systems and software engineering -- Systems and software Quality Requirements 
and Evaluation, hence the acronym: SQuaRE. The guide to the series, now in its 
2nd edition [20] states that “the general goal … was to ... [cover] two main 
processes: software quality requirements specification and system and software 
quality evaluation; supported by a system and software quality measurement 
process. The purpose … is to assist those developing and acquiring systems and 
software products with the specification and evaluation of quality requirements.”  
 
The traditional ISO 9001 position was that quality concerned “conformance to 
specified requirements” . This has been broadened to relate instead to “satisfy stated 
and implied needs”. As the universe of such needs is not well-defined and 
classified, evaluation of quality is ultimately purchaser-dependant. App Stores 
generally sort applications into domain-based categories and sub-categories, and 
provide various other selection facilities. 
 
The SQuaRE Quality Model has simplified that in ISO 9126, and now divides 
characteristics in two: Quality in Use: “the degree to which a product or system can 
be used by specific users to meet their needs to achieve specific goals ... in specific 
contexts of use” and Product Quality: “characteristics … that relate to static 
properties of software and dynamic properties of the computer system”. Given the 
previously quoted focus on needs, one might ask why the second group, but ISO 
25000 explains this as providing targets to drive development and verification, and 
to predict Quality in Use before delivery [20]. 

3.0 App Store Certification 
App Stores are generally commercial undertakings, intended to provide users of 
smartphones (or similar) with easy access to the widest possible range of pre-
qualified applications, enabling potential customers to try them out, knowing that 
the important risks – to their finances, data privacy, device integrity and children, 
have been firmly addressed by tr



 
Apple and Microsoft do not produce their own measures of ‘goodness’ for the 
public to use in selecting between alternative products. The purpose of their rules is 
to arrive at a simple accept or reject decision for their App Stores, assuring the 
market that the product is ‘satisfactory’ in some sense. It is left to  buyers to decide 
whether they want to try the app, based on the supplier’s description, etc. 
 





4.1.2 Freedom from risk 
The draft ISO/IEC 25022 [28] discusses potential metrics for this characteristic, 
but focusses on safety issues arising from the users’  physical interactions with the 
smartphone. Smartphone apps do not normally engage with physical hazards and 
should not be safety-critical. 
 
Apps in the Windows Phone Store are subject to a content policy, which exists to 
guide app developers, and to facilitate restriction or banning of certain content 
[29]. Examples of restricted or banned content include pornography, promotion of 
violence, discrimination, hate, or the use of drugs, alcohol and tobacco. 
Suggestions or depictions of prostitution, sexual fetishes, or generally anything that 
"a reasonable person would consider to be adult or borderline adult content" will be 
forbidden from the marketplace [30].  
 
Both App Stores have controls on in-app purchases, to protect the bill payer, and 
restrict opportunities for gambling and money laundering. 

4.2 Product quality 

4.2.1 Functional suitability 
This quality property is again relative to stated and implied needs. It is left to 
potential customers to do their own assessment and selection. Many producers 
adopt a ‘soft marketing’ approach by providing a free basic or sample package, 
with important functionality requiring a payment to be made. 

4.2.1 Performance efficiency  
Performance relative to the resources used is not addressed in the App Store rules, 
perhaps because apps run on a dedicated and personal platform, so efficiency is not 
normally a significant issue. 

4.2.2 Compatibility  
This is divided into interoperability between applications – the exchange and use 
of information, and co-existence – the impact on other products sharing the same 
platform. Thus it does not include compatibility with a specific platform or 
platforms. 
 
Required operating environments 
This is actually a critical matter to all commercially-minded smartphone vendors, 
as they want to ensure that they can design new and improved platforms in the 
future, whilst minimising the impact on existing applications. Note that the plat-
form is not only the hardware and firmware of the computer processor concerned, 
but its devices, operating system, and any other services available to applications. 
It is desirable to be able to revise or replace any of these. Thus the platform 
supported by an App Store is not a single phone model on which the application 
can be tested and simply work or fail, but is a set of specifications of what services 
and facilities may be used, and usually some specific exclusions on what may not, 
primarily device- and implementation- specific idiosyncrasies: a purely ‘virtual 
platform’, that cannot be exactly physically implemented for testing on. 



 
Both Apple and Microsoft specify a range of smartphones and tablets on which 
approved applications must run. Apple prohibits the use of non-public APIs, 
accessing outside the designated container, and using background services for 
unsupported purposes [10]. 

4.2.3 Usability 
Appropriateness recognizability is described as “the degree to which users can 
recognize whether a product or system is appropriate for their needs”. The notes 
mention associated documentation. For App Store purchases, this will normally be 
information offered to customers by the App Store, some authored by the vendors, 
but perhaps including reviews and comments left by earlier users.  
 
Apple’s UI design advice [13, 12] addresses user interface aesthetics, accessibility 
(to people with disabilities), user error protection and consistency of UI features, 
supporting operability and learnability. As Apple says: “Consistency [within the 
iOS environment] lets people transfer their knowledge and skills from one part of 
an app’s UI to another and from one app to another app.” [13] 
 
Apple expects that applications should not be simply ported to its platform, but 
should be reconsidered in the iOS environment, and should adopt its paradigm (or 
“Themes”), its UIKit framework of common UI elements, etc [12], further refining 
the virtual platform specification. 

4.2.4 Reli







An important extension to the SQuaRE set is ISO/IEC 25051 [34], which deals 
with RUSP: “ready-to-use Software Product”. It mentions smartphones though not 
App Stores, and is intended to support certification schemes. It requires very 
substantial vendor documentation, including “verifiable evidence of compliance” 
of each software quality characteristic declared according to the ISO 25010 quality 
model, so is unlikely to be adopted for the usual limited functionality and 



10 Apple Inc (2016). App Store Review Guidelines. Retrieved 25th January 
2016, from Apple:  https://developer.apple.com/app-



25 Corral L, Sillitti A, Succis G, Defining Relevant Software Quality 
Characteristics from Publishing Policies of Mobile App Stores, Proc of 11th 
International Conference on Mobile Web Information Systems, MobiWis 
2014, Barcelona, in LNCS 8640, Springer 2014, ISBN 978-3-319-10358-7 

26 ISO/IEC 25010: 2011, Systems and software engineering -- Systems and 
software Quality Requirements and Evaluation (SQuaRE) -- System and 
software quality models 

27 McCann T, The Art of the App Store, Wiley 2012, ISBN 9780470952788 
28 ISO/IEC DIS 25022: 2004, Draft for public comment – Measurement of 

quality in use 
29 Microsoft Corporation (2016), Windows Store Policies, version 6.7, 3 

December 2015. Retrieved 26th January 2016, from Microsoft: 
https://msdn.microsoft.com/en-us/library/windows/apps/dn764944.aspx  

30 David K (June 19, 2010), WM6.5 and WP7 App Content Policies Compared 
– Pretty Damn Similar. Retrieved 29th January 2016, from Mobile 
Technology News:  http://mobilitydigest.com/wm6-5-and-wp7-app-content-
policies-compared-pretty-damn-similar/  

31 Haslam K, (22 Sep 15), iOS security risks: After the XcodeGhost exploit is 
Apple's iOS really safer than Android? Plus: What security apps do you need 
for iPad & iPhone. Retrieved 15th January 2016, from MacWorld: 
http://www.macworld.co.uk/feature/iosapps/is-ipad-iphone-ios-safe-
xcodeghost-what-security-software-need-3453938/#antivirus  

32 Microsoft Corporation (2016), Windows App Certification Kit tests for 
Windows Store apps. Retrieved 26th January 2016, from Microsoft: 
https://msdn.microsoft.com/en-us/library/windows/apps/jj657973.aspx  

33 Apple Inc (2016), Integrating with iOS. Retrieved 29th January 2016, from 
Apple:  https://developer.apple.com/library/ios/documentation/
UserExperience/Conceptual/MobileHIG/Integration.html#//apple_ref/doc/uid/
TP40006556-CH61-SW1  

34 ISO/IEC 25051: 2014, Systems and software engineering -- Systems and 
software Quality Requirements and Evaluation (SQuaRE) – Requirements for 
quality of Ready to Use Software Product (RUSP) and instructions for 
testing.  


	App Stores & ISO/IEC 25000:
	Product Certification at Last?
	Abstract
	1.0 Introduction
	2.0 Scope
	2.1 Apple App Store
	2.2 Microsoft Windows Store
	2.3 ISO/IEC 25000 (SQuaRE)

	3.0 App Store Certification
	4.0 Applying the ISO/IEC 25010: 2011 Quality Model
	4.1 Quality in Use
	4.1.1 Achievement of needs
	4.1.2 Freedom from risk
	4.2 Product quality
	4.2.1 Functional suitability
	4.2.1 Performance efficiency
	4.2.2 Compatibility
	4.2.3 Usability
	4.2.4 Reliability
	4.2.5 Security
	4.2.6 Maintainability
	4.2.7 Portability
	4.3 Other
	4.3.1 Software faults
	4.3.2 Honesty and Openness
	4.3.3 Access
	4.3.4 Intuitive (and simple)
	4.3.5 Readiness

	5.0 Analysis


